DATA PROCESSING AGREEMENT (“DPA”)
INSTRUCTIONS FOR CHS INC. (“CHS”) VENDORS

WHO SHOULD EXECUTE THIS DATA PROCESSING AGREEMENT (“DPA”):

If you are CHS Vendor and a data processor under the GDPR, CHS requires that you enter

into a data processing agreement (DPA). Our GDPR compliant DPA is attached and ready for
your signature in accordance with the instructions below.

HOW TO EXECUTE THIS DPA:


mailto:privacy@chsinc.com

DATA PROCESSING AGREEMENT

This Data Processing Agreement (“DPA”) forms part of the Agreement between CHS Inc.
(“Controller”) and the CHS Inc. vendor and data processor (“Processor”) (the “Agreement”) pursuant to which
Processor will provide the Services (as defined in the Agreement) to Controller. Processor agrees to comply
with the following provisions with respect to any Personal Data Processed for Controller in connection with
the provision of the Services. References to the Agreement will be construed as including this DPA. Any
capitalized terms not defined herein shall have the respective meanings given to them in the Agreement.
Except as modified below, the terms of the Agreement shall remain in full force and effect. In consideration
of the mutual obligations set out herein, the parties hereby agree that the terms and conditions set out below
shall be added as an addendum to the Agreement. This DPA takes precedence over the Agreement to the
extent of any conflict.

1. DEFINITIONS

In this DPA, the following



“Sub-processor” means any Data Processor engaged by Processor.
2. PROCESSING OF CONTROLLER PERSONAL DATA

2.1 The parties agree that with regard to the Processing of Controller Personal Data, Controller is the
Data



5. SUB-PROCESSORS

5.1 Processor shall give Controller prior written notice which includes email notice to
privacy@chsinc.com, of the appointment of any
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be a live-staffed help desk) who will serve as Controller’s primary security contact and be available to
assist Controller 24 hours per day, seven days per week as a contact in resolving obligations associated
with any actual or suspected Security Breach.

In the case of any actual or suspected Security Breach, the following provisions will apply.

(i)  Processor will immediately notify Controller of the actual or suspected Security Breach. If
the agreement or other terms and conditions under which Processor provides goods,
services, or software to the CHS Party provide for a specific Controller contact, Processor
will notify that contact and also send an e-mail notification to
CHSinformationsecurity@chsinc.com. If the agreement or other terms and conditions under
which Processor provides goods, services, or software to the Controller do not provide for a
specific Controller contact, Processor will notify Controller Information Security by e-mail
at CHSinformationsecurity@chsinc.com and/or IT Service Center Phone: 651-355-5555 or
800-852-8185. Processor will also provide to Controller any other notice required by law.

(i)  Immediately following Processor’s notification to Controller of an actual or suspected
Security Breach, Processor will coordinate with the Controller and its designees to
investigate the actual or suspected Security Breach. Processor will reasonably cooperate
with
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8. RETURN AND DELETION OF CONTROLLER DATA

8.1 Return or other Provision of Personal Data. At the termination or completion of services in
connection with which Supplier holds Personal Data, Processor will, at Controller’s option and upon
request made by Controller within 30 days after such termination or completion, provide to Controller,
in industry-standard electronic form, such Personal Data as Processor holds
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Agreed for and on behalf of Processor

Signed:

Name:

Title:

Date:

Processor Data Protection Officer Contact Information, if applicable

Name:

Email Address:

Phone Number:

Agreed for and on behalf of CHS Inc.

Signed:

Name:

Title:

Date:




ANNEX 1

DETAILS OF PROCESSING PERSONAL DATA

This Annex 1 includes certain details of the Processing of Controller (CHS Inc.) Personal Data as required by
Article 28(3) of the GDPR (or as applicable, equivalent provisions of any other Data Protection Law).

Subject Matter and Duration of the Processing of Controller Personal Data (Check One):

The subject matter and duration of the Processing of the Controller Personal



Types of Personal Data Processed (Check all that apply):



Sex life or sexual orientation data

Criminal convictions and offences data

Categories of Data Subjects whose Personal Data is Processed (Check all that apply):
CHS employees, consultants and representatives
Customers
Consumers
Suppliers
Children

Other, please fill in category here:

The

10



ANNEX 2
PIPL SPECIFIC TERMS

To the extent Processors processes any Personal Data protected by the Personal Information Protection Law of
the People’s Republic of China (the “PIPL”), the terms in this Annex 2 apply in addition to the terms of this
DPA. In the event of any conflict or ambiguity between the PIPL Specific Terms and the terms of this DPA,
and only to the extent the Processor processes any Personal Data protected by the PIPL, these PIPL Specific
Terms will prevail.

1. The definitions of: “Controller” includes “Personal Information Processor”; “Processor” includes
“Entrusted Person”; “Personal Data” includes “Personal Information”; in each case as defined under
the PIPL.

2. Processor will process Personal Data only for the purpose of performing the Services under the
Agreement and in accordance with any written instructions from Controller. Processor will not: (i) sell
Personal Data to any third party; (ii) retain, use or disclose Personal Data without prior authorization of
Controller; or (iii) retain, use, or disclose Personal Data outside of the direct business relationship
between Controller and Processor.
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