
STANDARD CONTRACTUAL CLAUSES (CONTROLLER-PROCESSOR) 

SECTION I 

Clause 1 
Purpose and scope 

 
(a) The purpose of these standard contractual clauses is to ensure compliance with the 

requirements of Regulation (EU) 2016/679 of the European Parliament and of the Council 
of 27 April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data (General Data Protection 
Regulation)1 for the transfer of personal data to a third country. 

 
(b) The Parties: 

 
(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies 

(hereinafter “entity/ies”) transferring the personal data, as listed in Annex I.A. 
(hereinafter each “data exporter”), and 

 
(ii) the entity/ies in a third country receiving the personal data from the data exporter, 

directly or indirectly via another entity also Party to these Clauses, as listed in 
Annex I.A. (hereinafter each “data importer”) 

 
have agreed to these standard contractual clauses (hereinafter: “Clauses”). 

 
(c) These Clauses apply with respect to the transfer of personal data as specified in Annex 

I.B. 
 





(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation 
(EU) 2016/679. 

 
(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations 

provided for in Regulation (EU) 2016/679. 
 
 

Clause 5 
Hierarchy 

 
In the event of a contradiction between these Clauses and the provisions of related agreements 
between the Parties, existing at the time these Clauses are agreed or entered into thereafter, these 
Clauses shall prevail. 

 
 

Clause 6 
Description of the transfer(s) 

 
The details of the transfer(s), and in particular the categories of personal data that are transferred 
and the purpose(s) for which they are transferred, are specified in Annex I.B. 

 
 

Clause 7  
Docking clause 

 
(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, 

accede to these Clauses at any time, either as a data exporter or as a data importer, by 
completing the Appendix and signing Annex I.A. 

 
(b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall 

become a Party to these Clauses and have the rights and obligations of a data exporter or 
data importer in accordance with its designation in Annex I.A. 

 
(c) The acceding entity shall have no rights or obligations arising under these Clauses from 

the period prior to becoming a Party. 
 
 

SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8 
Data protection safeguards 

 
The data exporter warrants that it has used reasonable efforts to determine that the data importer 
is able, through the implementation of appropriate technical and organisational measures, to 
satisfy its obligations under these Clauses. 



8.1 Instructions 
(a) The data importer shall process the personal data only on 



destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter 
“personal data breach”). In assessing the appropriate level of security, the Parties shall 
take due account of the state of the art, the costs of implementation, the nature, scope, 
context and purpose(s) of processing and the risks 



8.8 Onward transfers 
The data importer shall only disclose the personal data to a third party on documented instructions 
from the data exporter. In addition, the data may only be disclosed to a third party located outside 
the European Union2 (in the same country as the data importer or in another third country, 
hereinafter “onward transfer”) if the third party is or agrees to be bound by these Clauses, under 
the appropriate Module, or if: 

 
(i) the onward transfer is to a country benefitting from an adequacy decision pursuant 

to Article 45 of Regulation (EU) 2016/679 that covers the onward transfer; 
 

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 
47 Regulation of (EU) 2016/679 with respect to the processing in question; 

 
(iii) the onward transfer is necessary fo2 0 612 792 re
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(e) The Parties shall make the information referred to in paragraphs (b) and (c), including 
the results of any audits, available to the competent supervisory authority on request. 

 
 

Clause 9 
Use of sub-processors 

 
(a) GENERAL WRITTEN AUTHORISATION The data importer has the data exporter’s general 

authorisation for the engagement of sub-processor(s) from an agreed list. The data importer shall 
specifically inform the data exporter in writing of any intended changes to that list through the 
addition or replacement of sub-processors at least thirty (30) days in advance, thereby giving the 
data exporter sufficient time to be able to object to such changes prior to the engagement of the 
sub-processor(s). The data importer shall provide the data exporter with the information 
necessary to enable the data exporter to exercise its right to object. 

 
(b) Where the data importer engages a sub-processor to carry out specific processing 

activities (on behalf of the data exporter), it shall do so by way of a written contract that 
provides for, in substance, the same data protection obligations as tho Tm
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(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the 
data importer shall accept the decision of the data subject to: 

 
(i) lodge a complaint with the supervisory authority in the Member State of his/her 

habitual residence or place of work, or the competent supervisory authority 
pursuant to Clause 13; 

 
(ii) refer the dispute to the competent courts within the meaning of Clause 18. 

 
(d) The Parties accept that the data subject may be represented by a not-for-profit body, 

organisation or association under the conditions set out in Article 80(1) of Regulation 
(EU) 2016/679. 

 
(e) The data importer shall abide by a decision that is binding under the applicable EU or 

Member State law. 
 
(f) The data importer agrees that the choice made by the data subject will not prejudice 

his/her substantive and procedural rights to seek remedies in accordance with applicable 
laws. 

 
 

Clause 12 
Liability 

 
(a) Each Party shall be liable to the other Party/ies for any damages it causes the other 

Party/ies by any breach of these Clauses. 
 

(b) The data importer shall



(e)





(c) The data importer warrants that, in carrying out the assessment under paragraph (b), it 
has made its best efforts to provide the data exporter with relevant information and agrees 
that it will continue to cooperate with the data exporter in ensuring compliance with these 
Clauses. 

 
(d) The Parties agree to document the assessment under paragraph (b) and make it available 

to the competent supervisory authority on request. 
 

(e) The data importer agrees to notify the data exporter promptly if, after having agreed to 
these Clauses and for the duration of the contract, it has reason to believe that it is or has 
become subject to laws or practices not in line with the requirements under paragraph 
(a), including following a change in the laws of the third country or a measure (such as 
a disclosure request) indicating an 



destination; such notification shall include all information available to the 
importer. 

 
(b) If the data importer is prohibited from notifying the data exporter and/or the data subject 

under the laws of the country of destination, the data importer agrees to use its best efforts 
to obtain a waiver of the prohibition, with a view to communicating as much information 
as possible, as soon as possible. The data importer agrees to document its best efforts in 
order to be able to demonstrate them on request of the data exporter. 

 
(c) Where permissible under the laws of the country of destination, the data importer agrees 

to provide the data exporter, at regular intervals for the duration of the contract, with as 
much relevant information as possible on the requests received (in particular, number of 
requests, 



SECTION IV – FINAL PROVISIONS 

 
Clause 16 

Non-



the personal data is transferred. This is without prejudice to other obligations applying 
to the processing in question under Regulation (EU) 2016/679. 

 
 

Clause 17 
Governing law 

 
OPTION 1: These Clauses shall be governed by the law of one of the EU Member States, provided 
such law allows for third-party beneficiary rights. The Parties agree that this shall be 
the law of Spain (specify Member State). 

 
 

Clause 18 
Choice of forum and jurisdiction 

 
(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU 

Member State. 
 

(b) The Parties agree that those shall be the courts of Spain (specify Member State). Spain’s 

Agencia Española de Protección de Datos (AEPD) 
 

(c) 

https://www.aepd.es/es


APPENDIX 
 

EXPLANATORY NOTE: 
It must be possible to clearly distinguish the information applicable to each transfer or category 
of transfers and, in this regard, to determine the respective role(s) of the Parties as data exporter(s) 
and/or data importer(s). This does not necessarily require completing and signing separate 
appendices for each transfer/category of transfers and/or contractual relationship, where this 
transparency can achieved through one appendix. However, where necessary to ensure sufficient 
clarity, separate appendices should be used. 

 
 

ANNEX I 
 

A. LIST OF PARTIES 
 

Data exporter(s): CHS or its Affiliate  
 

1. Name: CHS Inc.  
Address: 5500 Cenex Drive, Inver Grove Heights, MN 55077  
Contact person’s name, position and contact details: Beth Singer, Director of Information 

Security  
Activities relevant to the data transferred under these Clauses: 
CHS Inc is the Data Exporter for receipt of services from the 
Data Importer.  
 
Signature and date: _________________________________ 
Role (controller): ... 

2. . . . 
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B. DESCRIPTION OF TRANSFER 
 

Categories of data subjects whose personal data is transferred 

............................. 

Categories of personal data transferred 

............................. 

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take 
into consideration the nature of the data and the risks involved, such as for instance strict purpose 
limitation, access restrictions (including access only for staff having followed specialised 
training), keeping a record of access to the data, restrictions for onward transfers or additional 
security measures. 

............................. 

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous 
basis). 

.............................. 

Nature of the processing 

.............................. 

Purpose(s) of the data transfer and further processing 

............................. 

The period for which the personal data will be retained, or, if that is not possible, the criteria 
used to determine that period 

 
For transfers to (sub-) processors, also specify subject matter, nature and duration of the 
processing 



C. COMPETENT SUPERVISORY AUTHORITY 
 

Identify the competent supervisory authority/ies in accordance with Clause 13 

............................... 



ANNEX II - 



Measures for ensuring limited data retention 

Measures for ensuring accountability 

Measures for allowing data portability and ensuring erasure 
 
For transfers to (sub-) processors, also describe the specific technical and organisational 
measures to be taken by the (sub-) processor to be able to provide assistance to the controller 
and, for transfers from a processor to a sub-processor, to the data exporter 



ANNEX III – LIST OF SUB-PROCESSORS 

EXPLANATORY NOTE: 
This Annex must be completed in case of the specific authorisation of sub-processors (Clause 
9(a), Option 1). 

 
The controller has authorised the use of the following sub-processors: 

 

1. Name:   
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