DATA PROCESSING AGREEMENT (“DPA”)

INSTRUCTIONS FOR CHS INC. (“CHS”)
VENDORS

WHO SHOULD EXECUTE THIS DATA

If you are CHS Vendor and a data processor under
the LGPD, CHS requires that you enter into a data
processing agreement (DPA). Our LGPD compliant
DPA is attached and ready for your signature in
accordance with the instructions below.

HOW TO EXECUTE THIS DPA:
1. This Enhanced Form DPA consists of several
parts:

a. the main body of the DPA

b. Annex 1- Details of Data

Processing

2. To complete this DPA, Vendor must
populate the applicable areas and sign the DPA
signature boxes as the Processor or Data Importer.

ACORDO DE TRATAMENTO DE DADOS
((lDPA”)
INSTRUCOES PARA FORNECEDORES DA
CHS INC. (“CHS”)

QUEM DEVE FIRMAR O PRESENTE ACORDO

Caso seja Fornecedor da CHS e processador de
dados nos termos a LGPD, a CHS exige a celebracéo
de um acordo de tratamento de dados (DPA). Nosso
DPA em conformidade com a LGPD encontra-se em
anexo e pronto para sua assinatura, de acordo com as
instrucdes abaixo.
COMO FIRMAR O PRESENTE DPA:
1. Este Formulario Aprimorado de DPA
consiste em diversas partes:

a. o texto principal do DPA

b. Anexo 1 - Detalhes do Tratamento de Dados
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Protecdo de Dados).



with the Agreement and any applicable orders; and
(if) Processing to comply with other reasonable
instructions provided by Controller where such
instructions are consistent with the terms of the
Agreement.

2.4 The sole objective of Processing of Controller
Personal Data by Processor is the performance of the
Services pursuant to the Agreement. The types of
Controller Personal Data and categories of Data
Subjects Processed under this DPA are described in
the attache

Tratamento de acordo com o Acordo e quaisquer
ordens aplicaveis; e (ii) Tratamento para cumprir
outras instrucBes razoaveis fornecidas pela
Controladora, quando as instrucdes estiverem
consistentes com os termos do Acordo.



4.2 Processor shall ensure that access to Controller 4.2 O Processador devera garantir que 0 acesso aos
Personal Data is strictly limited to those personnel Dados Pessoais da Controladora seja absolutamente
who require such access to perform the Services. limitado a esse pessoal que precisa do acesso para
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remove confidential commercial information not
relevant to the requirements of this DPA) as
Controller may request from time to time.

6. SECURITY; AUDIT RIGHTS;
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or as otherwise reasonably required by the Controller
or its designees.

(iti))  Processor will, at its own expense,
immediately contain and remedy any Security
Breach, including, but not limited to, taking any and
all action necessary to comply with applicable
privacy rights, laws, regulations, and standards.
Processor shall reimburse Controller and its
Affiliates for all costs incurred by Controller in
responding to, and mitigating damages caused by,
any Security Breach, including, but not limited to, all
costs of notice and/or remediation.

(iv)

Except as is required by law or as otherwise

exigido, de outra forma, pela Controladora ou seus
designados.

(ili) O Processador, as suas custas, contera e
remediara imediatamente qualquer Violacdo de
Seguranga, incluindo, entre outros, a tomada de toda
e qualquer providéncia necessaria para cumprir 0S
direitos de privacidade, leis, regulamentos e normas
aplicaveis. O Processador devera reembolsar a
Controladora e suas Afiliadas por todos os custos
incorridos pela Controladora na resposta e mitigacédo
de danos causados por qualquer Violagdo de
Seguranca, incluindo, entre outros, todos os custos
de notificagédo e/ou remediagéo.



termination or completion, provide to Controller, in
industry-standard electronic form, such Personal
Data as Processor holds as of the time immediately
before termination or completion. If the relevant
agreement associated with such services does not
provide for compensation for such provision of
Personal Data and does not require provision of such
Personal Data at no charge to Controller, Controller
will pay to Processor the actual cost of media and
personnel necessary to provide the Personal Data as
required by in this section.

8.2 Deletion and Destruction of Personal Data. If and
when Processor is required to destroy Personal Data,
Processor will destroy such Personal Data using
methods at least as complete and reliable as those
contained in NIST Special Publication 800-88, as
amended, or its successor document. Where
Processor is permitted to retain Personal Data in de-
identified or anonymized form, Processor will de-
identify and anonymize the Personal Data according
to NISTIR 8053, as amended, or its successor
document or, where required by law, as provided for
under such law.

fornecera a Controladora, em formato eletrénico no
padrdo da inddstria, os Dados Pessoais detidos pelo
Processador a partir do momento imediatamente
anterior ao término ou conclusdo. Se o acordo
relevante associado a esses servigos ndo prever
remuneracao pela provisdo de Dados Pessoais e ndo
exigir a provisao desses Dados Pessoais sem custos
a Controladora, a Controladora pagara ao
Processador o custo real da midia e do pessoal
necessarios para prover o0s Dados Pessoais,
conforme exigéncia nesta secao.

8.2 Supresséo e Destruicdo de Dados Pessoais. Se e
quando o Processador for exigido a destruir os Dados
Pessoais, 0 Processador destruira esses Dados
Pessoais utilizando métodos, pelo menos, téo
completos e confiaveis quanto aqueles contidos na
Publicacdo Especial NIST 800-88, conforme
aditada, ou seu documento sucessor. Quando o
Processador tiver permissdo de ter Dados Pessoais
de forma ndo identificada ou anonimizada, o




any and all claims, demands, causes of action,
damages, liabilities, fines, penalties and expenses
(including, without limitation, expenses of
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etc.)

Biometric data (facial images, finger prints Dados biométricos (imagens faciais,
impressoes digitais etc.)

Health data Dados sobre satde

Racial or ethnic data Dados raciais ou étnicos

Political opinions Opinides politicas

Religious or philosophical beliefs Crencas religiosas ou filosoficas

Trade union membership Afiliagdo sindical

Sex life or sexual orientation data Dados sobre a vida sexual ou orientacdo
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